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Abstract

INBOUNDS is a real-time network based intrusion detection
system being developed at Ohio University. INBOUNDS
detects suspicious behavior by scrutinizing network
information generated by TCPTrace [9] (atraffic analysis tool)
and host data gathered by the monitors of DeSiDeRaTa[23-27]
(dynamic, real-time resource management middleware). The
use of these data sources is the major distinction between
INBOUNDS and existing intrusion detection systems. By
utilizing TCPTrace and DeSiDeRaTa INBOUNDS is able to
function in a heterogeneous environment with fault tolerance,
very low overhead, and a high degree of scalability.
INBOUNDS is currently being used for around-the-clock
intrusion detection at Ohio University.
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1. Introduction

An Intrusion Detection System (IDS) monitors a computer
system to identify attempts at intrusion and misuse. As
highlighted in [2], the name Intrusion Detection System
emphasizes the threat of intrusion or "attempts to use a
computer system without authorization” by outsiders, but
misuse or "abuse of existing privileges' by legitimate users is
an equally important concern of any IDS. True IDSs are strictly
detective and do not take any action upon identifying an
intruder other than to notify a designated authority.

In [16], Intrusion Detection Systems are categorized as based
on either the misuse detection model or the anomaly detection
model defined as follows:

¢ Misuse detection model: Detection is performed by
looking for the exploitation of known weak points in the
system which can be described by a specific pattern or
sequence of events or data (the "signature" of the
intrusion).

e Anomaly detection model: Detection is performed by
detecting changes in the patterns of utilization or behavior
of the system. It is performed by building a statistical
model that contains metrics derived from system

operation and flagging as intrusive any observed metrics
that have a significant statistical deviation from the model.

IDSs based on the misuse detection model typically do a very
good job of detecting the types of intrusions for which they
have signatures while introducing little detection overhead into
the system. Their major weakness, however, is that new or
nonstandard attacks will go unnoticed until signatures for those
specific methods of intrusion are added to the IDS. 1DSs based
on the anomaly detection model have a better chance of
detecting new or nonstandard intrusion methods, but deciding
what metrics to use and how to interpret them can be very
difficult and might require significant processing by the IDS.

Intrusion Detection Systems can be further categorized as
either host based (data from a single host is scrutinized),
multihost based (data from multiple hosts is used), or network
based (network traffic and possibly data from hosts attached to
the network is analyzed). Furthermore, some IDSs are real-time
because they monitor the system continuously and report
intrusions as soon as they are detected, but some IDSs operate
off-line by inspecting system logs at set intervals and then
recounting any suspicious activity that was recorded. An off-
line IDS typically reduces system overhead since it only runs
periodicaly, but an off-line IDS aso gives much less timely
notification of incidents for that same reason.

Lastly, an IDS is centralized if data may be collected from
various sources (hosts or networks) but is shipped to a
centralized location where it will be analyzed. Distributed IDSs
spread the detection mechanism across al of the hosts being
monitored. A centralized IDS represents a single point of
vulnerability and a bottleneck that could impede system
scalability. Furthermore, as discussed in [19], an intruder could
avoid detection by cleansing data being sent to the centralized
IDSfor analysis. Distributed IDSs must ensure cooperation and
agreement among their various components since these
represent possible weaknesses that an intruder could exploit to
avoid detection.

2. Related Work
There are a number of network based IDSs to which

INBOUNDS is related. The U.S. Air Force’s Automated
Security Incident Measurement (ASIM) system [5] is used for



off-line misuse detection at a number of AirForce installations
around the world. Los Alamos National Laboratories’ Network
Anomaly Detection and Intrusion Reporter (NADIR)[7]
performs off-line anomaly detection on a large network of
supercomputers and has been recently updated to operate as a
real-time IDS (UNICORN) [4]. Commercialy-available
centralized network based IDSs include: CyberCop [11] by
Network General Corporation, RealSecure [8] by Internet
Security Systems Incorporated, INTOUCH INSA [14] by
Touch Technologies Incorporated, and Network Associates
Sniffer Total Network Vishbility (TNV) [10]. These are
centralized systems that perform misuse detection.

Distributed network based IDSs are till in the early research
stage of development. The University of California, Davis
Graph-based Intrusion Detection System (GrIDS) [3] and SRI’s
Event Monitoring Enabling Response to Anomalous Live
Disturbances (EMERALD) [17] are two such research projects
for which prototypes are currently being built. GrIDS creates
activity graphs which "approximately represent the causa
structure of large scale distributed activities." [3]. Activity
graphs are built dynamically with nodes representing hosts and
edges representing communication activity between two hosts.
GrIDS examines activity graphs for patterns that indicate
hostile or intrusive activities. For example, the spread of a
worm over a computer network would produce a tell-tale
propagation pattern in the corresponding activity graph. SRI’s
EMERALD utilizes "highly distributed, independently tunable,
surveillance and response monitors that are deployed at various
abstract layersin the network." [17]. Analysisis performedin a
hierarchical manner with localized checking for misuse of "key

domain services and assets' and globalized analysis aimed at
detecting "network-wide coordinated attacks." EMERALD’s
main concern is externa intruders who attempt to subvert or
bypass network interfaces and controls to gain unauthorized
access to system resources.

3. The INBOUNDS System

INBOUNDS is a network-based, real-time, hierarchical IDS
that performs both misuse and anomaly detection. INBOUNDS
is designed to function in alarge, distributed real-time systems
that have execution times and resource utilizations which
cannot be characterized a priori. (The motivation for our work
is provided in part by the characteristics of combat systems, as
described in  [6].) There are several implications of these
characteristics: 1) demand space workload characterizations
may need to be determined a posteriori, and 2) an adaptive
approach to resource alocation may be necessary to
accommodate dynamic workload changes. Thus, distributed
computing resources must be managed continuously and
dynamically to insure that the specified security and quality of
service (QoS) requirements are satisfied. This is accomplished
by continuously computing and assessing securtity, QoS, and
resource utilization metrics that are determined a posteriori.
This paper presents an adaptive distributed system reference
architecture that is suitable for such an approach. This
reference  architecture provides the capabilities and
infrastructure needed to construct multi-component, replicated,
distributed object real-time secure systems that negotiate for a
given level of service from the underlying distributed
computing resources.
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Figure 1: A distributed system reference ar chitecture

Figure 1 depicts the distributed system reference architecture.
The diagram shows the functional architecture structure needed

to support distributed application programs for a computer
containing a client application. This structure is repeated



throughout the computers of the distributed system; in
particular, the computer hosting the server application contains
a comparable structure. Also executing somewhere in the
distributed system’s collection of computers is a set of QoS
management components that interact with the computers,
network components and applications of the distributed system
to provide QoS management.

Besides the applications themselves, the components of the
reference architecture consist of four primary types. operating
systems, network services, high-level communication and state
management middleware services, and resource management
services. The operating system services are those needed to
support real-time applications. The network services provide
low-level network communications and time management
capabilities. The middleware components provide the ability
to communicate in accord with three high level communication
models:  publish-subscribe; group  programming,  with
associated ordered multicast and state data Synchronization
services; and distributed object programming. The resource
management services consist of computing resource and
application status monitoring and reporting services, QoS
negotiation services, and program control services.

Taken together, these services allow distributed applications to
perform allocated processing functions, to communicate with
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each other, to perform fault detection and recovery activities, to
perform load sharing activities, and to negotiate resource
utilization and QoS reguirements with the underlying
distributed system infrastructure. This architecture has been
partially implemented and successfully employed for dynamic
management of QoS and distributed computing resources
within a Navy distributed computing testbed. Features of the
testbed include real-time mission critical computing [6], fault
tolerance and scalability (for a description of the testbed, see
[27]).

The remainder of this paper will focus on the portion of the
reference architecture which pertains to security. The
components which constitute security services are: (1) data
collection, (2) current data repository, (3) historical data
repository, (4) data visualization (display), and (5) intrusion
detection services. These five components are currently
realized by the INBOUNDS intrusion detection system.

3.1 Architecture

Asillustrated in Figure 2 the INBOUNDS system is composed
of five high-level components. data collection, a current data
repository, a historical data repository, data visualization
(display), and intrusion detection services. We will discuss
each of these componentsin turn.

Figure 2: Architecture of the INBOUNDS System

Data collection is performed by a group of modules that
capture, filter, process, and summarize information about the
networks, hosts, users, processes, and resources of a dynamic,
distributed system. TCPTrace [9] is an example of one data
collection module that provides information about a network
and the TCP connections being carried on it. A DeSiDeRaTa
[23-27] host monitor is another data collection module which
tracks host and resource utilization. Each data collection
module produces a rea-time stream of information which
flows optionally through a filter and then to the current and
historical data repositories.

The current data repository accepts streams of data from the
various data collection modules and passes on only the streams
(or parts of streams) requested by the analysis and visualization

modules. Examples include connection notifications from
TCPTrace [9] and host and resource usage updates from the
host monitors. The data that passes through the current data
repository isthe most recent and detailed datain the system.

The historical data repository contains older and more coarse-
grained information. This module accepts the same real-time
streams from the data collection modules, but it abstracts the
information storing only a brief summary of the stream. The
data analysis and visualization modules interact differently
with the historical than with the current data repository. Pieces
of information must be explicitly requested from the historical
data repository using a client-server model of interaction. For
example, by interacting with the historical data repository an
analysis module could learn the remote sites from which a user



has connected in the past, what kinds of services and resources
a user or site typically uses, and whether or not a site or user
has engaged in suspicious behavior in the past.

The data visualization module is intended to allow a human to
view and make sense of the huge amount of current and
historical data in the system. This module'sjob is to alow the
user to navigate between various levels of abstraction and
different views of the data to be able to discern the information
in which he or she is interested. Currently this module is a
graphical user interface designed using the Java programming
language.

The data analysis modules perform the actual intrusion
detection functions. There are two separate modules which can
communicate with each other if necessary. These modules
include a misuse detection module and an anomaly detection
module. Within each of these are submodules for action-based
and resource-based detection. The misuse detection module
looks for sequences of actions that match the "footprints' for a
set of known attacks. Action-based anomaly detection keeps
detailed statistics about normal network, host, and user
behavior and raises alarms whenever current behavior differs
significantly from the norm.  Resource-based anomaly
detection performs a related type of statistical analysis of
resource behavior and usage and issues warnings when it
observes discrepancies. Whenever any of the intrusion
detection modules recognize suspicious behavior they notify
the historical data repository and visualization subsystem so
that the alert can be recorded and displayed to the user.

3.2INBOUNDS In Action

In addition to serving as an around-the-clock intrusion
detection system at Ohio University, INBOUNDS has been
integrated with the DeSiDeRaTa [23-27] dynamic, real-time
resource management middleware. Upon natification of
intrusion events by INBOUNDS the DeSiDeRaTa [23-27]
system takes various actions based on the severity of the
intrusion. For innocuous attacks the alert may be ignored
entirely or mission-critical applications may be migrated off of
the host being attacked. For more serious intrusion events the
resource manager moves al programs off the targeted host
immediately to prevent an attacker from causing a quality-of-
service violation.

3.3 FutureWork

Currently we are working to extend the number and types of
attacks INBOUNDS can detect. We also hope to elaborate the
link between INBOUNDS and DeSiDeRaTa [23-27] so that we
can analyze an attacker’s (or group of attackers’) actions to
determine a probable strategy (in terms of resources being
targeted). We would then like to assist a decision maker in
developing a course of counteraction (See Figure 3). This
would include interacting with the decision maker to apprise
him/her of the current state of the system, present a probability-
based diagnosis of the intruder’s likely strategies and goals,
and recommend possible response actions including their costs
and probable outcomes.
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Figure 3: Architecturefor SECURE-RM

Once the decision maker has selected a response action it could
be optimized and carried out by INBOUNDS and the resource
manager. We call this system that combines security with
resource management SECURE-RM

A look inside the SECURE-RM module illustrates its planned
functionality (Figure 4). The primary architectural components
of the SECURE-RM architecture are (1) attack strategy
analyzer, (2) action advisor, and (3) allocation optimizer. The
attack strategy analyzer (ASA) determines the strategic goals



of the attacker by relating individual intrusion events with the
demand and supply space models used within the DeSiDeRaTa
resource management system. These models represent software
systems’ attributes (such as system composition), hardware
systems’ attributes (e.g., topology), and allocation state (the
current mapping of software components to hardware
resources, observed QoS, and resource utilization).
Additionally, the ASA will present attack strategy information
to the decision maker in a graphical form that is at a relevant

level of abstraction. The action advisor (AA) will determine
possible reallocation actions to respond to attacks by
considering software and hardware systems’ attributes,
allocation state, QoS of application systems, resource
utilization and strategic goals of attackers. To assess possible
reallocation actions, the AA will consult the allocation
optimizer, which will calculate the benefit of candidate
reallocation actions.
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Figure4: Internal view of the SECURE-RM component.

4. Conclusion

INBOUNDS is a network-based, real-time, hierarchical IDS
that performs both misuse and anomaly detection. INBOUNDS
detects suspicious behavior by scrutinizing network
information generated by TCPTrace [9] (a traffic analysis tool)
and host data gathered by the monitors of DeSiDeRaTa [23-27]
(dynamic, real-time resource management middleware). This
novel approach has significant advantages in that it does not
require the addition of any type of software agent on the
computers being monitored and thus is non-intrusive and low
overhead. This allows INBOUNDS to detect a wide-range of
important attacks including:

e Abnormal network protocol behavior including SYN
and RESET attacks

e Suspicious keywords in interactive sessions/email

e Suspicious patterns of data, such as the fan-out
patterns commonly seen with email viruses

In addition, by keeping historical information about previous
network traffic, INBOUNDS detects the following types of
attacks:

. Communication over unusual network ports, which
are common when attackers target seldom used and
insecure servers

e Connections from unknown/unusual hosts

»  Abnormal data patterns for a particular time of day

e Unusual data patterns on known ports, such as would
be seen when at attacker installs programs using the
fingerd port as in the Morris Worm

INBOUNDS is currently being used for around-the-clock
intrusion detection at Ohio University and is being integrated
with the DeSiDeRaTa resource manager to create SECURE-
RM, a software system to address the general problems of
situation awareness and course of action development and
execution, in the context of security and resource management
for dependable, real-time, dynamic, distributed systems.
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