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1. INTRODUCTION

1.1 Motivation for this Thesis

The World Wide Web (WWW) is very popular today because it offers a convenient
method to access distributed multimedia information in an integrated environment
with a general, user friendly interface. The introduction of the WWW promoted
the development of the Internet. Meanwhile, WWW occupies a higher and higher
proportion in the total Internet traffic [Gra96]. However, the Hypertext Transfer Pro-
tocol version 1.0 (HTTP/1.0) [BLFF96], the current WWW protocol, does not work
very efficiently. It introduces extra overhead on the network, wastes the network’s
capacity, and more importantly, takes a long time to fetch all the information that
the user requires. This is especially obvious in long delay, high bandwidth satellite
links.

Several proposals have been suggested to improve HTTP performance. These
proposals include Persistent HTTP (HTTP/1.1) [FGM197], Transaction TCP [Bra94]
and Sharing TCP Control Blocks [Tou97]. This thesis investigates the performance

of a particular Persistent HT'TP implementation over satellite links.

1.2 Organization of this Thesis

This thesis contains four chapters. Chapter one discusses the motivation for this
work. Chapter two analyses the performance problems of HTTP/1.0 over TCP,
introduces the idea of Persistent HTTP (HTTP/1.1) and Persistent HTTP with
Pipeline (HTTP/1.1 Pipeline). Chapter three compares HTTP/1.0, HTTP/1.1 and



HTTP/1.1 Pipeline performance over satellite links, analyses the influence of the web
page constitution on HTTP performance, and discusses the influence of the nagle
algorithm on HTTP performance. Chapter four addresses the conclusions from the

comparisons and analyses.



2. HTTP BACKGROUND

2.1 Computer Communications Architecture

A simple computer communication system consists of a sender, a receiver and a
communication channel. The sender and the receiver use a set of rules or conventions
called a protocol to govern the information exchange behaviors between them.

In order to make the computer communication system function properly in various
communication environments, the protocols are organized in four relatively indepen-

dent layers [Com95], as shown in Figure 2.1:

Network Interface Layer.

Internet Layer.

Transport Layer.

Application layer.

The network interface layer is concerned with the data exchange between the
computer and the network it attaches to. The Internet layer handles the communi-
cation from one computer to another. The transport layer guarantees the reliability
of data exchange between the application programs. The application layer contains
the logical rules needed to support the various user applications.

Normally, at each protocol layer, the protocol data unit is divided into two parts:
the header and the data. The header portion contains the control information used
by the peer protocol. A higher level protocol is encapsulated into the data portion of

a lower lever protocol.



Computer 1 Computer 2

Application - — - — — _ Appl_ic_at_i Qn_gr(_)tgc:‘o_l _____ - Application

Transport - - - — T - Transport

Internet - - - - - - Internet

Network Interface | - - _ - D N ERR BT L »| Network Interface

Figure 2.1 TCP/IP Layering Model

2.2 HTTP

The Hypertext Transfer Protocol (HTTP) is an application-level protocol. Tt is
layered above the reliable transport-level protocol, TCP. The HTTP protocol is based
on a request/response paradigm. A typical successful HT'TP communication works
like this: the client establishes a connection with the server and sends a request to
the server, the server parses the request, sends back the response, and then closes the
connection. The client can only send one request and get one response per connection.
(Some implementations of HT'TP /1.0 allow multiple requests per connection, though
this scheme is not documented in RFC 1945 [BLFF96]. This thesis only discusses the
default HTTP /1.0 behavior.)

An HTTP request includes: a request method, a Uniform Resource Location
(URL) which indicates the resource requested, the protocol version, and other HTTP
control information. An HTTP response includes: protocol version, success or er-
ror code, server information, entity meta-information containing content length, and

body content [BLEF96].



HTTP works in client/server mode [Com95]. The HTTP server has a lot of infor-
mation sources, for example, text files, images, software. The HTTP client (normally
called a browser) fetches these information sources from the server according to user’s
instructions. Netscape Navigator [Cor97b| and Internet Explorer [Cor97a] are two
popular browsers.

A URL may refer to various kinds of network data objects or services, but the
primary type of object requested is Hypertext Markup Language (HTML) [BLC95].
HTML is a simple data format used to create hypertext documents. It supports
inline images, that is, in the HTML source file, it uses URLs to address the locations
of optional inline images; the browser should fetch the inline images as well as the
HTML source file.

Suppose we have a HI'ML file called hello.html which contains two inline images

hellol.gif and hello2.gif:

Hello World!

<IMG SRC=imagel.gif>
<IMG SRC=image2.gif>
Goodbye!

In this case, the HT'TP transaction will work like this:

1. The browser establishes a connection with the server and sends a request for

hello.html.

2. The server sends back the content of hello.html in the corresponding response

and closes the connection.

3. The browser parses hello.html, finds the information about imagel.gif and

image2.gif.

4. The browser establishes two new connections with the server and requests for

imagel.gif and image2.gif respectively.



5. The server sends back imagel.gif and image2.gif and closes both connec-

tions.

In this example, the browser will use three connections to fetch one HT'ML file
and two inline images. In the example above, note that steps 3-5 can be done

simultaneously with steps 1-2, as Netscape does, to save time.

2.3 TCP

TCP offers HT'TP a reliable, stream-oriented, sliding window based, full-duplex
connection [Com95]. Both sides of the connection have a send buffer and receive

buffer to cache the data stream temporarily.

2.3.1 Segments and Sequence Numbers

TCP is stream oriented, it views the data as a sequence of 8-bit octets. In order
to identify each octet, TCP assigns it a number in sequence which is unique during
one connection, called sequence number.

When transferring data, TCP divides the sequence of octets into segments. Nor-
mally, each segment travels across the network independently in one IP datagram.
By default, TCP connections over two Ethernet-connected hosts have a Mazimum
Segment Size (MSS) of 1460 bytes, connections over wide area network will use an

MSS of 512 bytes or 536 bytes.

2.3.2 Reliability

In order to guarantee the reliable stream delivery service, a fundamental technique
called positive acknowledgment with retransmaission is used. The receiver is required to
send back an acknowledgment message which tells the sender the next octet expected

after it receives a certain segment. The sender also starts a timer when it sends a



Sender Site Network Message Receiver Site

Send Packet 1
\ Receive Packet 1
/ Send ACK 1
Receive ACK 1
Send Packet 2
\ Receive Packet 2
Send ACK 2
Receive ACK 2 /

Figure 2.2 Simple Positive Acknowledgment with Retransmission

segment. If this timer expires before the acknowledgment is received, the sender will

retransmit the segment.

2.3.3 Sliding Window

In the simple positive acknowledgment protocol, the sender waits for the acknowl-
edgment before sending another segment, as shown in Figure 2.2. It does not use the
network capacity efficiently. This will produce poor performance in a high delay com-
munication environment, for example, the satellite communication system, so that a
scheme called sliding window is introduced.

A sliding window protocol has a window whose size may be fixed or variable.
The protocol may transmit all the packets inside the window before receiving any
acknowledgments, as shown in Figure 2.3. A packet that has been sent but not ac-
knowledged is called unacknowledged. When the sender receives an acknowledgment,

it will forward the sliding window to the octet the acknowledgment indicates.



Events At Sender Site Network Message Site Events At Receiver Site
Send Packet 1
Send Packet 2 \ Receive Packet 1
Send ACK 1
Send Packet 3 Receive Packet 2
Receive ACK 1 Send ACK 2
Receive Packet 3

Receive ACK 2
/ Send ACK 3
Receive ACK 3

Figure 2.3 An Example of Three Packets Transmitted Using a Sliding Window

TCP uses a variable-sized sliding window. Besides indicating the next octet ex-
pected, the acknowledgment also provides a window advertisement message, which
tells the sender how many additional octets the receiver is prepared to receive, called
the receive buffer size. To make the sender and the receiver work cooperatively, the

send side’s sliding window size should not exceed this receive buffer size.

2.3.4 Nagle Algorithm

If each acknowledgment advertises a small amount of space available and each
TCP segment carries a small amount of data, the network utilization will be reduced
because it will take more TCP segments to transfer the same amount of data and
in each TCP segment, the ratio of data size to header size is small. This problem is
called silly window syndrome (SWS). The nagle algorithm is a send-side silly window

avoidance algorithm. According to [Com95], its main idea is:

When an application program wants to send data over TCP, if the TCP

has data which has been sent but not acknowledged, put this new data



into the output buffer, wait until it accumulates to fill a full size segment
and send that segment. If it is still waiting when the next acknowledgment

arrives, send all the data in the buffer.

2.3.5 Congestion

TCP packets are routed and dispatched by a series of routers from the source to
the destination. Each router has a finite queue to store the incoming packets. If the
number of incoming packets exceeds the limit, the router will discard some packets.
In this case, network congestion occurs.

The Internet traffic changes capriciously. In order to work efficiently without caus-
ing the network to collapse, TCP uses a second limit, called the congestion window.

At any time, the send side’s sliding window size is limited by Equation 2.1.
Allowed_window = min(receiver_advertisement, congestion_window) (2.1)

If the TCP connection is in steady status and not congested, the size of con-
gestion_window is equal to the size of receiver_advertisement. TCP uses slow-start,
congestion avoidance to determine the size of congestion_window.

When TCP starts to inject traffic into a new connection or has suffered a period
of congestion, slow-start will be adopted. It initializes the congestion window to one
single segment, and increases it by one segment when an acknowledgment arrives. In
this way, it can increase the congestion window exponentially.

When the congestion window size reaches one half of the previous size before
congestion, the connection enters the congestion avoidance period. The congestion
window size is increased by one segment only after all the segments in the window

have been acknowledged.
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2.4 HTTP Performance Inefficiencies Analysis

We can use two criteria to evaluate the performance of HTTP. One is the total
elapsed time from the time that the browser requests the base HT'ML file to the time
that the browser gets the HTML file as well as all the possible inline images (we call

this a web page). The other criteria is the total packets used to complete that work.

2.4.1 Inefficiencies Caused by TCP Connection Overhead

HTTP/1.0 handles one HTTP request per TCP connection, while TCP uses three-
way handshake to establish and close a connection [Com95]. A typical HTTP trans-

action for a single request is shown as Figure 2.4.

Client Server

TCPSYN —_—
L TCPSYN +ACK
TCPACK

HTTP Request  »
4  HTTP Response

<#,ﬂ,-~——;—~—~””“””' TCPFIN
TCPACK —
TCPFIN + ACK —

. — TCPACK

Figure 2.4 HTTP Transaction for a Single Request
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It is clear that the user will wait at least 2 round-trip times (RTTs) (1 RTT is
used for setting up TCP connection) to get the first HTTP data packet from the
server after the browser decides to fetch the URL, and more than one RTT to close
the TCP connection. This is true for the base HTML file as well as the inline images.
It is common to see an HTML file containing more than ten different inline images in
today’s Internet. For example, if the user wants to fetch an HTML document with
10 inline images, the browser needs 11 TCP connections. Besides the time used for
transferring real HTTP data, the user has to spend extra time to wait to establish
and close the TCP connections. One request per connection also introduces at least
7 extra packets per connection to an HTTP request/response to establish and close
the TCP connection.

Many of these images are icons with small size. It takes only a few segments to
transfer them. In that case, the influence of extra waiting time and packets that

caused by establishing and closing TCP connection is significant.

2.4.2 Inefficiencies Caused by Congestion Control

In response to congestion control, each TCP connection follows the rules of slow-
start and congestion avoidance [Com95]. This also introduces HTTP performance
inefficiencies.

For example, both the HT'TP server and client have a 16KB TCP send buffer
and receive buffer, the MSS is 512 bytes. The server is required to send a 20KB file
to the client. It takes 20K B/512B = 40 segments to hold the data according to
Equation 2.2.

data size
MSS

In steady state, the sliding window size is 16KB (see Equation 2.1), i.e., 32 seg-

segment number = (2.2)

ments. In this case, TCP can send the first 32 segments just in one RTT followed by
the remaining 8 segments in the second RTT, for a total of 2 RTTs.
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If this occurs in a new connection, however, we must follow the rule of slow-start
and congestion avoidance. Suppose that TCP knows that the window size before
congestion is 16KB, so that it knows that after half of 16KB, i.e., 8 KB (16 segments),
it will enter the congestion avoidance phase from the slow-start phase. In this case,
it takes 1 4 log, 16 = 5 RTTs to reach the threshold. During the slow-start phase,
TCP sends out total 2° — 1 = 31 segments, then it takes another 1 RTT to send the
remaining 9 segments, for a total of 6 RT'Ts. Note that this happens in every TCP

connection which carries one HTTP request.

2.5 Persistent HTTP (HTTP/1.1)

There are several ways to improve HTTP performance. Netscape allows sev-
eral parallel TCP connections, each of which carries a single request/response. This
can shorten the perceived waiting time significantly. Persistent HTTP (HTTP/1.1)
attempts to avoid the TCP connection overhead and the slow-start overhead intro-
duced by one request/response per connection HTTP protocol by allowing multiple
requests/responses per connection, that is, instead of closing the TCP connection
after each request/response, keep the connection alive and use it to handle multiple

request/response transactions [Mog95].

2.5.1 Sending Requests

In HTTP/1.1, the client will send a new request only after it receives the response
for the previous request. HTTP/1.1 Pipeline allows the client to send the request
as soon as possible instead of waiting. The server should answer the requests by the
same order that the client requests [NGS'97]. Figure 2.5 illustrates the difference
between HTTP /1.1 and HTTP/1.1 Pipeline.
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Client Server Client Server
Req Req

Resp Req — . Resp
gl N = |-
4/ / Rep
4/ / Rep

Req

HTTP/1.1 HTTP/1.1 Pipeline

Figure 2.5 HTTP/1.1 and HTTP/1.1 Pipeline

2.5.2 Closing the Connection

TCP is a full-duplex connection. Each side can close the connection first, that is,
closes half of the connection and sends a FIN to the peer. When the peer receives
that FIN, it will close the other half of the connection and send a FIN back.

In both HTTP/1.0 and HTTP/1.1, there are some abnormal reasons that can
cause the TCP connection to be closed. For example, the user terminates the connec-
tion arbitrarily by clicking the stop icon in the browser. This thesis only discusses
the normal cases.

In HTTP/1.0, since one connection contains only one request, the server will
close the TCP connection first after it completes the response. In HTTP/1.1, the
connection is kept alive. From the aspect of the server, there might be a request at
any time so that the server itself does not know when to close the connection. In the
current implementation of HTTP/1.1, it is the client who closes the connection first.
After the client gets and parses the HTML file, it knows how many additional requests

it needs. After it sends all the requests to the server and gets all the responses, the
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client will close the connection first. After the server gets the FIN, it will close the
the other half of the connection.

HTTP/1.1 offers additional mechanisms to decide when to close the connection.
The server starts a keep-alive timer for each TCP connection, it will be reset when a
new request comes. If this timer expires (no new request for a long time), the server
will close the connection after it completes all the remaining requests. The server
also sets an upper limit for the requests allowed per keep-alive connection, the server
will respond to as many as that number of requests before closing the connection in a
HTTP/1.1 transaction. The HTTP/1.1 protocol defines a “Connection: Close” mes-
sage which can be part of the HT'TP header. When the server sends that message to
the client, the client must close the connection right away; when the client sends that
message to the server with a request for a URL, the server will close the connection

after it completes the response for that request [FGM*97].
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3. PERFORMANCE TESTS AND ANALYSES

3.1 Performance Test Environment

This section introduces the hardware, software and web page configurations for

the performance tests.

3.1.1 Hardware Setup

T1 T1

Hardware
Emulator

)

——
Intel CPU
NetBSD 1.1
(HTTP Server)

D Cisco 2414 Cisco 2414 Intel CPU
Router Router NetBSD _1'1
(HTTP Client)

Sun Sparc 5

SunOS 5.5
(Tcpdump)

Figure 3.1 Hardware Setup

Figure 3.1 shows the hardware setup for the tests. The HTTP server and client
run on Intel CPU based computers running NetBSD 1.1. The SunOS computer is
used to monitor the HTTP traffic. It uses tcpdump [dum94] to download the source
traffic data for further study. The emulator is the “Data Link Simulator” made by
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Testlink Corporation. It can be configured to limit the bandwidth between routers.
In these experiments, it is set to 1,536,000 bps (T1). It can also model a given amount
of propagation delay. For these tests, it is set to 290 ms in each direction, which is

common in satellite communication.

3.1.2 Software Setup

In the tests, we use the Apache 1.2.4 HTTP server [Apa97|, the HTTP/1.0
client uses libwww robot 4.0D1, the HTTP/1.1 and HTTP/1.1 Pipeline client uses
libwww robot 5.1b with different command options [Nie97]. This thesis uses tcpdump
to collect the source traffic data between HTTP client and server; it uses tcptrace
[Ost97] to analyze the source traffic data; it uses xplot [She97] to study the HTTP

transaction graph and TCP time sequence graph.

3.1.3 Web Page Setup

To study the influence of the constitution of web pages over HTTP, HTTP/1.1
and HTTP/1.1 Pipeline, this thesis investigates three web pages, two from popular
Internet home pages: Microsoft Home Page, CNN [Inc97] Home Page, and a locally
created web page called “Mini Home Page” [AK97] which contains many images with
small size. Table 3.1 shows the constitutions of these three web pages. Microsoft
Home Page has many small sized images. In CNN Home Page, medium sized images

make up the majority. The contents of these web pages are shown in Appendix B.

3.2 Test Results

The tests use CNN as the web page, and run over a quiet network. They test
the performance of HTTP/1.0, HTTP/1.1 and HTTP/1.1 Pipeline. The results are
listed in Table 3.2.
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Table 3.1 Web Page Setup

Web Page | Text Size | Number of Images vs. Image Size | Total Size

(Bytes) | <1KB | 1-4KB | 4-8K >8K (Bytes)
CNN 27,698 2 2 8 3 205,950
Microsoft 25,987 12 4 1 2 68,343
Mini 1,481 7 20 0 0 28,709

Table 3.2 General Performance Comparison for CNN Web Page

HTTP/1.0 | HTTP/1.1 | HTTP/1.1
Pipeline

Max parallel TCP connections 6 1 1

TCP connections used 16 1 1

Total packets 480 377 360
Data packets (client to server) 32 32 10
Data packets (server to client) 246 266 301
Total elapsed time (secs) 15.3 17.5 10.0

32.1 HTTP/1.1vs. HTTP/1.0

As shown in Table 3.2, HTTP /1.0 uses more network resources (TCP connections
and packets) to complete the same task. The number of data packets are close to
each other, but it costs HTTP/1.0 much more TCP setup/close packets. One the
other hand, HTTP/1.1 spends more time than HTTP/1.0 to finish the job. In the
HTTP/1.1 protocol, the client submits one request after it receives the response for

the previous request, as illustrated in Figure 3.2. (Appendix A shows how to read

HTTP and TCP graphs.)



18

URL . — .
Client indigo.cs.ohiou.edu HTTP trace

[enn15.gif HTTP/L.1 ¢ ©
/ennl4.gif HTTP/L.1 ¢ ©
/enn13.gif HTTP/1.1 ¢ ©
1030 /ennl2.gif HTTP/L.1 ¢ <
/ennll.gif HTTP/1.1 ¢ ©
/enn10,jpg HTTP/1.1 ¢ <
fenn9.gif HTTP/1.1 ¢ ©
lenn8.gif HTTP/1.1 ¢ <
1020 fenn7.gif HTTP/1.1 ¢ ©
[enn6.jpg HTTP/1.1 ¢ ©
[enn5.jpg HTTP/L1 ¢ <
lennd.gif HTTP/L1 ¢ ©
lenn3jpg HTTP/L.1 ¢ ©
1010 fenn2.gif HTTP/1.1 ¢ ©
fennl.gif HTTP/1.1 ¢ ©
[ecnnhtml HTTP/L16———— O

CInt Syn Serv Syn Cint Fin Serv Fin
19:30:35 19:30:40 19:30:45 19:30:50 19:30:55
time

Figure 3.2 HTTP/1.1 Transaction Graph

In Figure 3.3, the corresponding TCP time sequence graph for this transaction
(from server to client, dump the tcp traffic data at the server side), it shows that
after the slow-start period, the communication channel is not used efficiently. One
important reason is that although the receive window is large (16KB), the sizes of
the inline images are small (normally, less than 16KB), the server will complete the
response for one request in a few segments and wait for the client to send another

request.
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sequence number

lawyers:8080_==>_indigo: 3844 (time sequence graph)

412940000

412920000

412900000

412880000

412860000

412840000

19:30:40 19:30:45 19:30:50 19:30:55
time

Figure 3.3 HTTP/1.1 Time Sequence Graph

3.2.2 HTTP/1.1 Pipeline vs. HTTP/1.0

The pipelining technique is introduced to improve HTTP/1.1 performance. As
shown in Figure 3.4, the client sends as many requests as possible instead of waiting
for the response of the previous request.

Compared to HTTP /1.0 and HTTP/1.1, HTTP/1.1 Pipeline reduces the elapsed
time significantly. It also reduces the total number of packets compared to HT'TP/1.0.
It uses fewer data packets from the client to the server because it can encapsulate
several requests into one segment. However, it uses more data packets to transfer
the same response from the server to the client than HTTP/1.0 and HTTP/1.1 (see

Table 3.2). In HTTP/1.0, the server closes the connection after a single response,



20

URL . — .
Client indigo.cs.ohiou.edu HTTP trace

/ennl5.gif HTTR/L.1 © <O
lennl4.gif HTTP/1.1 © )
/enn13.gif HTTP/1.1 © x O
1030 /ennl12.gif HTTP/1.1 © O
/ennll.gif HTTP/.1 © - O
/cnn10,jpg HTTP/1.1 ¢ —_ O
/enn9.gif HTTP/1.1 © R
/enn8.gif HTTP/1.1 © — O
1020 lenn7.gif HTTP/1.1 © - O
/enn6.jpg HTTP/1.1 © x O
/enn5.jpg HTTP/L.1 © —_— O
lennd.gif HTTP/L.1 © x O
lenn3jpg HTTP/1.1 ¢ o O
1010 lenn2.gif HTTP/1.1 © — O
fennl.gif HTTP/1.1 © — O
/enn.html HTTP/1.1 o

Clnt SynServ Syn Cint Fin Serv Fin

19:36:20 19:36:25 19:36:30
time

Figure 3.4 HTTP/1.1 Pipeline Transaction Graph

in HTTP/1.1, the server sends the response for a request to the client then waits
for the next request; normally, this response will not be encapsulated into a number
of full sized segments exactly so that the last segment for a response is generally
unfilled. In HTTP/1.1 Pipeline, the server may get a bunch of requests before it
completes the response for the first request (as shown in Figure 3.4) so that the
server can encapsulate all the responses into full sized segments until the last one.
Hence, in theory HTTP/1.1 Pipeline should use fewer data packets than HTTP/1.0
and HTTP/1.1. However, in practice this is not true. The reason is that Apache
HTTP/1.1 and HTTP/1.1 Pipeline servers disable the nagle algorithm according to
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sequence number lawyers.8080_==> indigo:3880 (time sequencegraph)
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time

Figure 3.5 HTTP/1.1 Pipeline Time Sequence Graph

Heidenmann’s suggestion [NGS*97]. This thesis will discuss the influence of the nagle
algorithm to the HTTP performance in Section 3.4.

The time sequence graph, Figure 3.5, shows that HTTP/1.1 Pipeline uses the
channel capacity more efficiently, but since it disables the nagle algorithm, it produces

many unfilled segments.

3.3 Influence of Web Page Constitution

This section compares the performance of HI'TP/1.0, HTTP/1.1, and HTTP/1.1
Pipeline for three web pages. In these tests, the efficiency is defined in Equation 3.1,
where the real data bytes is the total size of the HTML file and all the inline images
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for a web page; the total data bytes sent is the number of bytes of the network traffic
used to get that web page, which includes all protocol headers and retransmitted data
packets. The throughput is defined in Equation 3.2.

Real data bytes

Effici _
f ficiency Total data bytes sent

(3.1)

Total bytes sent (3.2)

Th hput =
rougnpd Total elapsed time

From Table 3.3, Table 3.4, Table 3.5 and Table 3.6, we can see the influence of

the web page constitution over the HT'TP performance:

Table 3.3 Performance Comparisons against CNN Web Page

packets | bytes | time(secs) | Tput(bps) | eff
HTTP/1.0 | 480.0 | 151531.0 15.3 9904.0 0.70
HTTP/1.1 | 376.8 | 142713.6 17.5 8173.7 0.74
HTTP/1.1 | 360.4 | 141368.8 10.0 14094.6 | 0.75
Pipeline

Table 3.4 Performance Comparisons against Microsoft Web Page

packets | bytes | time(secs) | Tput(bps) | eff
HTTP/1.0 | 423.4 | 110797.8 15.7 7043.7 0.62
HTTP/1.1 | 302.2 | 100384.4 19.6 5134.8 0.68
HTTP/1.1 | 243.0 95530.0 8.3 11509.6 0.72
Pipeline




Table 3.5 Performance Comparisons against Mini Web Page
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packets | bytes | time(secs) | Tput(bps) | eff
HTTP/1.0 | 402.8 | 72574.6 14.8 4903.7 0.40
HTTP/1.1 | 207.8 | 56066.4 22.0 2550.8 0.51
HTTP/1.1 | 115.2 | 48276.4 7.8 6165.6 0.60
Pipeline

Table 3.6 Performance of HT'TP /1.1 Pipeline over HTTP /1.0

%of | %of | %of | %of | % of

packets | bytes | time | Tput eff
CNN | 75.08 |93.29 | 65.51 | 142.30 | 107.15
MS 57.39 | 86.22 | 52.77 | 163.40 | 115.88
MINT | 28.60 | 66.52 | 52.90 | 125.73 | 150.25

e The more small size inline images one web page contains, the worse the HT'TP
performance is. Both the efficiency and the throughput go down if the pro-
portion of small size inline images increases, because the lower level protocol

header and TCP setup/close overload will take higher proportion.

e The more small size inline images one web page contains, the more obvious the
benefit of HTTP/1.1 Pipeline over HTTP /1.0, saving more packets, bytes and

elapsed time.
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3.4 Influence of Nagle Algorithm

HTTP is an application-layer protocol, the communication across the network is
controlled by the TCP protocol, hence the nagle algorithm in the TCP protocol plays

an important role in the HI'TP performance.

3.4.1 When Can TCP Send a Data Segment

At the TCP level, the sender will send a data segment when one of the following
four conditions is true [WS95]:

It can send a full size segment.

The receiver’s window is at least half open.

e No segment that has been sent but not acknowledged, or the nagle algorithm

is disabled.

The sender will close the connection. In this case, the sender will send all the

remaining data before closing the connection anyway.

3.4.2 Why Disable the Nagle Algorithm

Heidemann [Hei97] analyses the problem caused by enabling the nagle algorithm
(the default) in HTTP/1.1, he calls it Odd/Short-Final-Segment Problem. He sug-
gested that the Apache server disable the nagle algorithm and his suggestion was
adopted [Hei97].

According to Heidemann, the server writes data at the application-layer in 4 KB
chunks. Due to the MSS limit, this chunk of data will be encapsulated into several
segments (the default MSS for Ethernet is 1640 bytes and the WAN is 512 bytes or 536
bytes) so that the last one normally will not be a full size segment. In Ethernet, the
first two segments will be acknowledged immediately, but the acknowledgment for the

third will be delayed for about 200 ms according to the TCP delayed acknowledgment
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algorithm. If the server by chance will complete the current connection by sending
another small amount of data, the nagle algorithm will forbid it to send because the
server has an unacknowledged segment.

In a satellite, as with other long delay communication environments, this problem
still exists with some difference: since the RTT is so long, it takes a long time to get
the acknowledgment, the last unfilled segment will stay in the output buffer and wait
for the acknowledgment of the previous segments, which will take a long RTT about

half a second in a satellite environment.

3.4.3 Comparisons: Disable/Enable Nagle Algorithm

HTTP/1.1 suffers a lot if the nagle algorithm is enabled because the client waits
for the previous response before sending another request. The last segment of each
response is normally unfilled so that the Odd/Short-Final-Segment Problem is met
for each request/response, as shown in Figure 3.6.

HTTP/1.1 Pipeline normally will not meet this problem until the response for the
final request. In HTTP /1.1 Pipeline, the server normally will get all the requests in
the first several RTTs (still in slow-start), so that the server always has data to send,
which will help the TCP to accumulate full size segments very quickly (compared to
the RTT) until the final segment, as shown in Figure 3.7.

Using the CNN home page as the testing web page, the performance of disabling
and enabling the nagle algorithm for HTTP /1.1 Pipeline is shown in Table 3.7. Dis-
abling the nagle algorithm reduces the elapsed time by sending the last segment
immediately at the cost of introducing a lot of small size segments as shown in Fig-
ure 3.5. It does not use the network efficiently. It is also more likely to cause network
congestion.

Enabling the nagle algorithm performs well until the final segment. Delaying the
final segment will not only introduce a long delay to the HTTP transaction, but also

waste the server’s resources: an HTTP server has an upper limit on the number of
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sequence number
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time

Figure 3.6 HTTP/1.1 Time Sequence Graph (enable nagle)

concurrent connections allowed and each TCP connection will allocate a large memory

block.

3.4.4 Suggestions to Solve this Problem

The final segment problem happens only at the final segment for HTTP/1.1
pipeline. The current implementation of HTTP/1.1 Pipeline disables the nagle al-
gorithm for the entire connection. There are several alternative solutions to this

problem.
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lawyers:8080_==> indigo:4134 (timesequencegraph)
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time

Figure 3.7 HTTP/1.1 Pipeline Time Sequence Graph (enable nagle)

Table 3.7 Performance Comparisons: Disable/Enable Nagle Algorithm

packets | bytes | time(secs) | Tput(bps) | eff
Totally disable 360.4 | 141368.8 10.0 14094.6 | 0.75
Totally enable 312.8 | 137465.6 10.4 13256.1 | 0.77
Disable after final response | 317.3 | 138423.6 10.1 13722.3 | 0.76
Server closes connection 313.4 | 136824.8 9.64 14193.4 | 0.77
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3.4.4.1 Disable Nagle Algorithm Before/After the Final Response

Disabling the nagle algorithm at any time will force TCP to send all the data in
the output buffer as soon as possible (only limited by the congestion window). If
we turn on the nagle algorithm (the default) at the beginning of a new connection,
and turn it off before/after the server completes the final response, we will use the
connection efficiently without any Odd/Short-Final-Segment problem, as illustrated
in Figure 3.8.

sequence number lawyers:8080_==>_indigo: 1620 (time sequence graph)

4042980000

4042960000

4042940000

4042920000

4042900000

4042880000
SYN

11:48:22 11:48:24 11:48:26 11:48:28 11:48:30
time

Figure 3.8 Disable Nagle Algorithm after the Final Response

The problem is that the client must tell the server which request is the final

request so that the server can know which response is the final response, as discussed
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in Section 2.5.2. The client does not know which request is the final request until it
receives and parses the whole HTML file because the inline images may appear in
any place of the HTML file. If we require that the client indicates which request is
the last, the client must wait to send a request until it finds another inline image or
to the end of the HTML file. This delay of sending a request may introduce about
one RTT delay, just like HTTP/1.1 without Pipeline.

An alternative way is to send any request as before. After the client parses the
whole HTML file and sends all the normal requests for inline images, send a separate
request to notify the server to turn off the nagle algorithm when it begins to respond

to this request (that is, after it completes all the real requests).

3.4.4.2 Server Closes the Connection First

HTTP/1.0 has no Odd/Short-Final Segment problem because there is only one
request /response per connection, the server will close the TCP connection after it
completes the response. This TCP close action will send all the data in the buffer
right away and send a FIN to the peer [WS95].

HTTP/1.1 Pipeline can use the same idea: the client notifies the server which one
is the final request by encapsulating a “Connection:Close” HTTP header in the final
request. Closing first by the server will not only avoid the final segment problem, but
also save about 0.5 RTT, as illustrated in Figure 3.9 and Figure 3.10.

The client also meets the same dilemma: determine which one is the final request.

It can do it in the same way as Section 3.4.4.1.

3.4.4.3 Modified Algorithm

So far, the above two solutions are based on the assumption that the HTML file
must contain inline images and these inline images do not appear at the bottom of the

HTML only. Otherwise, the client will meet the Odd/Short-Final-Segment problem
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when it receives the HTML file, it will have no chance to tell the server to turn off
the nagle algorithm or close the connection.

We can revise the solution as follows.

1. At the beginning of the connection, the server turns off the nagle algorithm.
This guarantees that the server can send the HTML file to the client as soon as
possible. During this period the server sends only one file (HTML file) and it is
in slow-start phase. The throughput is limited by the congestion control so that
the server has time to wait to construct full size segments. Disabling the nagle

algorithm at this time will not introduce any extra burden to the network.

2. The client parses the HTML file and sends requests as normal. If this is the
only URL the client needed, the client closes the connection after it receives the

response.

3. When the server begins to handle the first request for an inline image, it turns

on the nagle algorithm.

4. The server turns off the nagle algorithm before/after the final request or closes

the connection after the final response.

3.4.4.4 Relationship to Current Protocol

The current HT'TP/1.1 protocol only defines two kinds of connection control infor-
mation: keep alive and close, and this information must be sent along with a URL
request. These two kinds of connection control information are not enough for the
HTTP/1.1 communication. We should let the client and the server to exchange more
information, for example, the information about the nagle algorithm. We should also
allow the client and the server to exchange some HTTP control information without

requesting a URL.
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4. CONCLUSIONS

The one request, one response per connection scheme used in HTTP/1.0 works
inefficiently. Each connection suffers from TCP connection overhead and TCP con-
gestion control. HTTP/1.1 improves the network performance by allowing multiple
requests/responses per connection. However, HTTP/1.1 spends more time to fetch
the same web page than multiple concurrent TCP connections. In order to reduce
the elapsed time as well, a pipelining technique must be used in HTTP/1.1.

HTTP/1.1 Pipeline improves the HT'TP performance significantly. The effort is
particularly obvious if the web page contains many small size inline images. The
current implementation of HTTP/1.1 disables the nagle algorithm. It solves the
Odd/Short-Final-Segment Problem at the cost of producing many unfilled segment
which will lower the network performance.

This thesis puts forward a new solution to that problem: disable the nagle al-
gorithm for the HTML transmission, enable the nagle algorithm for the following
inline images, then disable the nagle algorithm after the final response or close the
connection by the server. This solution improves HTTP performance further. This
suggestion requires HT'TP header information which is not defined in the current

HTTP/1.1 protocol.
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A. READ HTTP AND TCP GRAPHS

A.1 How to Read an HTTP Transaction Graph

An HTTP transaction graph is a visual representation of HT'TP activities. The
x-axis is the time index. The y-axis is the URL index, ordered by the sequence that
URLs appear.

The lowest line shows the SYNs and FINs for a TCP connection. The HTTP
transaction based on this TCP connection is shown above this line. Each line rep-
resents the activities for one URL. The first diamond indicates the time that the
request for that URL is seen, the text left to that diamond indicates the the name
of that URL and HTTP protocol version. The horizontal line to the right of that
diamond stands for the response to that request (from start to finish). The second
diamond indicates the time that the acknowledgment for the last segment of that

response is seen.

A.2 How to Read a TCP Time Sequence Graph

TCP time sequence graph is a graphical representation of a TCP connection. TCP
connections are full duplex, a TCP time sequence graph shows the activities in one
direction. A TCP connection can be represented by two related TCP time sequence
graphs, each of which represents one direction.

The x-axis is the time index of a TCP connection. The y-axis is the sequence
number. A data segment is a vertical line with arrows at both ends. The length of
the vertical line stands for the length of that segment. A segment with a diamond on

the top means this segment is sent by a TCP PUSH operation.
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Below the data segments, there are horizontal lines. They stand for the base of
sender’s output sliding window. The vertical line between two horizontal lines means
that the sender advances its sliding window.

Above the data segments are horizontal lines. They stand for the upper limit of
the receiver’s window. The vertical line between two horizontal lines means that the
server advances its sliding window.

The space between the upper and lower horizontal lines stands for the amount of

data that the receiver allows at that time.
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Microsoft Home Page used in this thesis.

Test Page with Many Small In-Lines

Pe®as.. nol 12
al 5| 8| 7| 8] of «| ]

T e W L 8 e

(3]

|

Figure B.1 Mini Home Page

37

This appendix shows the contents of Mini Home Page, CNN Home Page and



" Developing Story Former Agriculture Secretary Mike Espy
VI indicted Detailsto follow

interactive  » qug 27, 1997 - Updated 11:36 am. EDT (1536 GMT)
cusRiz

CNPIus

North Korea pulls out
of missile talkswith
us

| =
At |

Reacting to the U.S. defection by
two of its diplomats, North Korea

FULL STORY

TEXT - ONLY VERSION
MORE NEWS

(8¢ Photo)
LSU frat pledge dies
after drinking too

much

Mir repairs restore less
power than expected

W)

on Wednesday postponed missile Itely arrests Libyan
talks with the United States. man wanted for 1986
disco bombing

i
UIDEGUA:

i
REUEHE
[Clicic
Here

Advertising information for CNN Web sites

TOP STORIES

u.s. WORLD
® Isan A till an A ® Heavy fighting at
® Half of U.S. nuclear Cambodian-Thai border

arsenal in New Mexico, e |srael ends Bethlehem

CNN Home Page (part 1)

Search the Georgia © 7 blockade
® New York declareswar @ Volcano, human
on ratsi« emotions still smolder on
® Inother news... Montserrat s«
CNNfn CNN/SI
® Novell ontheselling ® The Tiger Effect: $653.5
block? million impact on golf
® AOL grappleswith ® |verson pleads no contest
smmE S fearst to gun charge
® Economy fearstrip ® Hingisrolls; Kafelnikov,
::L‘;;:‘:’r" Tokyo Fner:gcealsi advance at
) U.S. Open
et ALLPOLITICSe Seveupour USOpen
ot special section!
@ Post-budget GOP
hungry for issues REPAIRING MIR
® Senator won't change
D.C. takeover ® The Mir Repair Mission:
® Helms picks up A cyberspecial
anti-weld ally ® Graphic: The repair
mission step-by-step
WEATHER ® Fixing Mir: Overview of
repair mission
® Profiles of Mir crew
® Showersin Southeast,

Southwest, Midwest SCI-TECH
India monsoon rains

kill 945, damagecrops o NASA stellite spinsinto

® Farmers' Almanac trouble
predicts another rough ¢ Ropot Wars: Violencein
winter the name of science

® Moropoly flap flutters

HEALTH over Web phone books

@ Study finds possible SHOWBIZ
health risksin diet
drugs

o Xy award ells . Soo[?eDylan tosing for the
homldsulé) nedes ® Court pholds Eastwood
accommodate the award against tabloid

® FDA to makejuices

Hollywood s love affair
with smoking still going
strong

sdfer from E. coli
Researchers: Donating
blood can reduce heart
attack risk

Figure B.3

CNN Home Page (part 2)

38



ALK 115K
SPECIALS

® The OKC Trids: The
U.S. vs. Terry Nichols
VivaElvis!
Destination Mars
India-Pakistan: 50
Years of Independence

VIEWS

Bill Mitchell's Cartoon:
"Souls are getting
cheaper everyday,”
quipped Satan.
AllPolitics: Pundits and
Prose

CNNPLUS

® Discuss college
drinking

Labor Day meal ideas
Subscribe to Plus Mail

STYLE

® Unusua materials make
up Fendi’s accessory
line

Fabrics recall romance
of high seas travel

COMMUNITY

® TheBoard: What are
your thoughts on air
bagsin motor vehicles?
Chat withus! 9 AM to
11PM EDT

TRAVEL

International tourists
discovering Florida
Panhandle

Make your travel plans
online

IsClintons’ Vineyard
vacation adud?

A bird-brain idea for
getting photos back fast
Dedtination: Whenin
Rome, indulgeinice
cream

Lead usto your best
biking trails

EARTH

Amazon Indians meet to
protest rain forest
destruction

FRINGE

He thought they said
hide and sleep...
Anarchist festival flares
in Nevada desert

Japan goes ape for
waterskiing monkeysiu

CUSTOM NEWS

AOL urgesits members
to protect themselves

S. Koreadevelops
world'sfirst anti-hacking
program

Marimba and Netscape
push new WWW
standard

Still want more Tech
news?

Figure B.4

CNN Home Page (part 3)

Smash fit.

FEEDBACK

® Email usyour comments
® What you said!

PAGER

® Get automatic updates

JOBS

CNN Interactive Interns
CNN/SI Producer
CNN/SI Copy editor
CNN/SI Multimedia
designer

CNN/SI ENG/SNG
Engineer

® CNN/SI Software

Developers
CUSTOM NEWS

Register for your personal
news

AIRMEDIA POINTCAST
® Download afree demo ® Download it free!
Back to the top

(C) 1997 Cable News Network, Inc.
All Rights Reserved.

Terms under which this service s provided to you.

Figure B.5 CNN Home Page (part 4)

39



Whereglo you want to
r ( 't
=/

=)
News for You:
IT Executive
System Pro
Small Business

Home/Per sonal
Computing

Games
Education

Partnering with
Microsoft

Industry Solutions
Web Builder
Developer

News

Wioson

Backotfice

Argentina
Australia
Austria

PrODUCTS

Microsoft

J Microsoft Announces New Channel Program: Microsoft Direct
The program is designed to provide over 150,000 value-added pro'
compelling market opportunities, products and resources.

11| Microsoft, NEC Announce Technology Alliance

The two companies will work to tightly integrate Microsoft Windows
Server and the BackOffice family of products with NEC's leading m
technology,

J It's Time to Stock Your Dynamic Tool Belt!

Putting Dynamic HTML to work on your pages got easier today witt
release of six new DHTML authoring tools from several top softwar
These design-time controls are available for trial download.

J Win a Trip Around the World from Microsoft Expedia and Nort

Airlines!
Imagine the places you might go! You could win a trip for two arour
world plus accommodations. U.S., Canada only.

Read More News

J Trucking Company Reins in Invoicing Details with Windows N

Solution

Delays in account information retrieval prompted DTS to invest in :
Server/Windows NT-based accounting solution from Platinum Soft
Customers no longer wait around because of DTSI's accounting sy
limitations.

Learn About Microsoft

Download Free Software

Figure B.6 Microsoft Home Page (part 1)

Belgium

About iils site

Subscribe to Free Microsoft Newsletters
Find an Event

Get Trained/Certified on Microsoft Products
Find Job Opportunities at Microsoft
Shareholder Information

Read About Security in Microsoft Products

Last Updated Tuesday, August 26, 1997 - 8:38 AM PST

P andad TOPAL ra

'Upgrade to MIcrosit Windows 95 and get up 10 51000 in haraware and software rebates.

©1997 Microsoft Corporation. All rights reserved. Terms of Use.

Figure B.7 Microsoft Home Page (part 2)



Chen, Xin. M.S. November, 1997
Electrical Engineering

Performance Analysis of Persistent HT'TP over Satellite Links (32 pp.)

Director of Thesis: Dr. Shawn Ostermann

HTTP/1.0 uses one request/response per TCP connection. Due to the TCP con-
nection overhead and the TCP congestion control, this scheme works inefficiently.
Persistent HTTP (HTTP/1.1) improves the network performance by allowing mul-
tiple requests/responses per TCP connection. In order to reduce the total elapsed
time, pipelining technique must be used in HTTP/1.1. This thesis investigated the
performance of HTTP/1.0, HTTP/1.1 and HTTP/1.1 Pipeline in satellite links by
analyzing the TCP traffic data between the client and the server. HTTP/1.1 Pipeline
improves the HTTP performance significantly. The effort is particularly obvious if
the web page contains many small size inline images. Current implementations of
HTTP/1.1 disable the nagle algorithm, solving the Odd/Short-Final-Segment Prob-
lem at the cost of producing many unfilled segment which will lower the network
performance. This thesis suggests that the client and server exchange more informa-
tion so that the server can disable the nagle algorithm or close the connection after

the final response, this will improve the HTTP performance further.

Approved:




